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Assessing Container Security
A Framework for Measuring Performance of the 
Global Supply Chain

The global container supply chain moves 
cargo rapidly across seas and into ports 
throughout the world. A well-planned 
terrorist attack taking advantage of this 

system could occur anywhere, at any time. Th e 
signifi cance of such an attack would be measured 
in terms of signifi cant loss of life and billions of 
dollars of economic damages. 

Traditionally, supply-chain security has focused 
on reducing shrinkage—the loss of cargo shipments 
through theft and misrouting. However, after 9/11, 
security has been redefi ned to include protection 
from terrorist attack. Th e response has been a 
proliferation of new security measures. But some 
fundamental questions remain: For all these eff orts, 
is the system more or less secure? Will we know 
if these eff orts are successful? How will success or 
failure be measured?

Th is RAND Corporation monograph presents a 
framework for addressing these questions by look-
ing at the eff ects terrorist attacks might have and 
how the security measures themselves aff ect system 
performance.

What Does the Supply Chain 
Look Like?
Th e structure of the container shipping system 
would seem self-evident: It is a network of vessels, 
port facilities, rail cars, trucks, and containers that 
transport goods in discrete units around the earth. 

But that view pertains only 
to the physical components 
of a system that includes 
the cargo, information, and 
fi nancial fl ows required for it 
to operate. 

In fact, the supply chain 
can be viewed as three inter-
dependent and interacting 
networks or layers, as shown 
in the fi gure: a physical 
logistics system for trans-
porting goods; a transaction-
based system that 
procures and distributes 
goods and that is driven 
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Abstract 

Since 9/11, several programs have been 
implemented to improve security of the 
global supply chain. In reviewing these 
programs, this study concludes that supply-
chain effi ciency and security are distinct but 
interconnected and recommends consider-
ing all aspects of supply-chain performance 
when assessing security measures. Also, 
programs to improve supply-chain security 
have focused largely on preventing and 
deterring terrorist attacks, with little focus on 
improving the supply chain’s fault tolerance 
or resilience. 
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primarily by information fl ows; and an oversight system that imple-
ments and enforces rules of behavior within and among the subsys-
tems through standards, fi nes, and duties.

Examining the supply chain from these perspectives yields 
insights into the concerns of relevant stakeholders, the levers avail-
able to improve system performance, and the interactions among 
the layers that improve or detract from overall performance.

How Can Supply-Chain Performance Be Measured?
Th ere are fi ve inherent capabilities of supply-chain performance. 
Effi  ciency, the system’s core capability, is measured in terms of 
speed, cost, and volume of shipments. Shipment reliability ensures 
that goods arrive within a specifi ed delivery window with a mini-
mum of loss from theft and accident. Shipment transparency, the 
ability to know what is being moved through the system, is needed 
to ensure that cargo is legitimately represented to authorities and is 
legal for transport. Fault tolerance relates to the system’s ability to 
respond to disruptions and failures of isolated components without 
bringing the entire system to a grinding halt. Finally, resilience 
refl ects the system’s ability to return to normal operating conditions 
quickly after disruption of service. 

While these capabilities, specifi cally effi  ciency and shipment 
transparency, are often seen as in direct confl ict, we argue they 
are measured diff erently and may support or hinder one another, 
depending on the circumstances. Analyzing any program’s effi  cien-
cy and security implications requires considering the system under 
both normal and emergency operating conditions.

How Do Security Programs Affect Supply-Chain 
Performance?
Applying the layered capabilities framework to the analysis of cur-
rent eff orts to improve supply-chain security led us to two conclu-
sions. First, supply-chain effi  ciency and security are distinct but 
interconnected, meaning that all aspects of supply-chain per-
formance must be considered when assessing security measures. 

For example, product theft is a business risk for all supply-chain 
users, and shippers and carriers have instituted security policies to 
combat it. But the benefi ts of the increased oversight and monitor-
ing required to combat theft do not necessarily increase system 
effi  ciency. Actions that combat smuggling, likewise, have little eff ect 
on supply-chain effi  ciency; the smuggler’s activities occur alongside 
normal business practices. Improving the two other system capabili-
ties—fault tolerance and resilience—does not increase effi  ciency 
and, under normal operating conditions, might work against it. 
Both these properties imply a certain amount of spare capacity, 
particularly at port terminals but also on ships and at transshipment 
points. Spare capacity, under normal operating conditions, is a mis-
allocation of resources.

Th e interconnected nature of supply-chain capabilities suggests 
that security measures that reduce effi  ciency could have unintended 
negative consequences because stakeholders will look for ways to 
compensate for or circumvent the security requirements.

Second, initiatives to improve security have focused largely 
on preventing and deterring smuggling and terrorist attacks, 
with little focus on improving supply-chain fault tolerance or 
resilience. 

Our analysis shows that few security enhancement programs 
seek to ensure either fault tolerance or resilience. Th ese capabilities 
are a function of both system design and the responses of partici-
pants in the oversight layer. In principle, it is in the best interests of 
a fi rm to plan for supply-chain failures. But at the logistical level, 
additional capacity is incredibly capital-intensive, and carrying it on 
a balance sheet makes little business sense.

For example, in 2002, the Ports of Los Angeles and Long Beach 
handled nearly three-quarters of all west-coast container traffi  c. 
Th is concentration is a vulnerability created by the drive for effi  -
ciency. Were both ports to close for security reasons, the other 
west-coast ports lack the needed infrastructure for absorbing all the 
traffi  c previously calling at Los Angeles and Long Beach. But while 
incentives for developing smaller ports would improve fault toler-
ance and resilience, they would also create redundancy and excess 
capacity that would reduce effi  ciency. Because these incentives do 
not exist and receive little attention from members of the transac-
tion or logistic layers, public policy action is needed to provide the 
fault tolerance and resilience required.

Recommendations
Th ese implications suggest three complementary paths for improv-
ing the supply chain’s security while maintaining its effi  ciency. 
First, the public sector should seek to bolster fault tolerance and 
resilience. Th e motivation of the private sector to allocate resources 
to such eff orts is subject to the market failures of providing public 
goods. Also, the government will be responsible for assessing secu-
rity and for decisions to close ports.

Second, security eff orts should address vulnerabilities along 
supply-chain network trade lanes. Eff orts to improve security 
continue to focus on ports and facilities. But while the route over 
which cargo travels is vast and diffi  cult to secure, doing so is essen-
tial to a comprehensive strategy to secure the supply chain.

Finally, research and development should target new technol-
ogies for low-cost, high-volume remote sensing and scanning. 
Current sensor technologies that detect weapons or illegal ship-
ments are expensive and typically impose signifi cant logistic system 
delays. New detection technologies for remote scanning of explo-
sives and radiation would provide valuable capabilities to improve 
supply-chain security without diminishing effi  ciency.
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