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EXECUTIVE SUMMARY 

A S S E S S I N G  T H E  E V I D E N C E - B A S E  F O R  T S A ’ S  C O M P R E H E N S I V E  
S T R A T E G Y  T O  S E C U R I T Y  I N  U . S .  A I R P O R T S  ( T H E  “ P L A Y B O O K ” )  

The Project 

One of the recent developments in airport security has been the call for a more coordinated security 
apparatus. In December 2008, the Transportation Security Administration (TSA) revised and re-
implemented its Comprehensive Strategy to Security at Airports, also known as “the Playbook,” to 
supplement and coordinate additional security at airports. The Department of Homeland Security, at the 
request of the TSA, tasked George Mason University’s Center for Evidence-Based Crime Policy (CEBCP) 
with carrying out the first comprehensive, independent assessment of the Playbook. This analysis, to occur 
over two years, includes four phases:  

(1) Phase I: Determine the evidence-base of the Playbook using existing criminological research. 
(2) Phase II: Survey all Category X, I and II airports to examine how Playbook is implemented. 
(3) Phase III: Conduct site visits of a selection of airports to gain further information about 

implementation of the Playbook. 
(4) Phase IV: Use information gained in Phases I, II, and III to design a large systematic experimental 

evaluation of the Playbook. 

Contained herein is the Final Report for Phase I of this project. Currently, there is very little existing 
research on the effects of security measures within airports upon which to base such an assessment. 
However, the everyday prevention and deterrence mechanisms to physically secure the airport 
environment (‘plays’) contained within the Playbook are similar to other crime prevention measures that 
have been extensively discussed and evaluated in criminology. Thus, we use a “translational criminology” 
approach to assess the evidence-base for Playbook strategies. Translational criminology uses existing 
criminological theory and evaluations to enable a preliminary assessment of the prevention and 
deterrence mechanisms of the Playbook in the context of knowledge about crime prevention more 
generally. 

The Research 

The security mechanisms used in the strategies and tactics of TSA's Playbook reflect concepts similar to 
those found in situational crime prevention and deterrence research as well as common criminological 
theories such as opportunity, rational choice, and routine activities. Specifically, Playbook plays use 
physical and environmental crime control methods such as target hardening, blocking opportunities, 
reducing vulnerabilities, controlling access, increasing surveillance, and increasing the unpredictability of 
deployment to stop and discourage offenders, provide increased guardianship, and strengthen the 
vigilance of passengers. TSA also emphasizes the Playbook’s role in promoting interagency cooperation, 
and its importance in establishing security. The usefulness of interagency cooperation is also reflected 
more generally in existing research in criminal justice, security, and policing.  

The similarities between airport security goals in the Playbook and crime prevention research allow us to 
use existing methods and evaluations to preliminary assess the evidence-base of TSA's comprehensive 
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approach to airport security. In this Phase, we categorized plays according to common characteristics 
derived from the situational crime prevention, deterrence, and interagency cooperation literatures. 
Following the premise of the Evidence-Based Policing Matrix©, a visual tool developed by Lum, Koper and 
Telep (2009) for summarizing and displaying evaluation evidence, we mapped  Playbook plays 
onto a hypothetical matrix to make generalizations to the broader crime prevention literature. This 
approach allows us to examine clusters of play characteristics along common dimensions that can be 
compared to what existing evidence tells us about these prevention and deterrence mechanisms. While 
this approach does not substitute for rigorous evaluation and testing (which will be proposed in Phase IV), 
it does provide some understanding of how well the evidence supports Playbook activities. 

Important Findings 

 The Playbook security tactics and strategies reflect common prevention and deterrence 
mechanisms that have long been the subject of crime prevention and criminological research. 

 Most plays  are tactical in nature, rather than strategic. "Tactical" plays are those carried 
out immediately, for a specific situation or preventative effect and usually at a specific location. 
"Strategic" plays are intended to be more long-term in nature, and that usually has a planning or 
proactive nature to them (for example, training exercises to practice responses to a potential 
situation).  

  
. 

  of the tactical plays primarily carried out by TSA, aim to increase offenders’ 
perceived effort through target hardening and deterrence, rather than increase guardianship 

 or reduce passenger and target vulnerabilities  

 We identified seven specific locations in which TSA security is implemented, which include areas 
external to the airport, public spaces, screening areas, secure areas for employees and for 
passengers, gates, and areas around and in the aircraft itself. 

 Although plays touch upon many airport areas and "layers of security",  
 

 For the minority of plays designed to increase guardianship, these usually  
 

 For the  Plays designed to reduce passenger and target vulnerability, these focus 
on . 

 Long-term and strategic plays highlight security planning, awareness, and infrastructure 
management. They focus on guardianship, are less place-specific and more likely to require 
cooperation. 

 Randomized plays emphasize deterrence, while strategic and cooperative plays are handed 
down by TSA management in response to specific threats. 

 The situational crime prevention literature provides evidence that measures to deflect, deter, and 
increase offender effort, like those in the Playbook, can prevent crime. However, how plays are 
implemented ultimately determines the effectiveness of those plays. 
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 Research shows randomization at targeted high-risk locations is key to deterrence. More 
investigation is needed to understand how risk assessment and randomization are used in 
Playbook operations, and in turn, lead to prevention. 

 Research shows tailored, multi-tactic interventions to reduce vulnerability may be effective. TSA 
should consider these measures throughout the airport, . 

 Multi-agency approaches can lead to significant crime control benefits. TSA should further 
emphasize collaboration where appropriate to strengthen the security apparatus. 

 TSA should be cognizant of collateral consequences in Playbook implementation, including 
displacement, differential enforcement, and reduced legitimacy. 

 This assessment is only preliminary and cannot replace evaluation. Scientific evaluations of airport 
security measures are needed to determine (1) if the play is effective in achieving the outcomes 
desired and (2) whether the play, as implemented, can achieve that goal.  

 

The Conclusions 

The Playbook attempts a broad range of prevention and deterrence tactics across multiple cooperating 
(and sometimes non-cooperating) authorities. As such, it is imperative to understand the prospects and 
challenges of its implementation, and to understand how measures of success might be derived, in order 
to accurately judge Playbook’s effectiveness. Overall, we find that the Playbook is partly supported by 
evidence-based crime prevention and deterrence principles. However, we also find that the Playbook 
needs further assessment in the areas of randomization and unpredictability, place-based focus, 
interagency cooperation, and implementation. By understanding the structure and processes of the 
different organizations and people involved in the prevention strategies within the Playbook, and the 
challenges to implementation they can create, much can be learned about how to improve deterrence 
and prevention of violence and crimes at airports.  
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TSA’s COMPREHENSIVE STRATEGY 
TO SECURITY AT U.S. AIRPORTS 
P H A S E  I  F I N A L  R E P O R T :                                              
A S S E S S I N G  T H E  E V I D E N C E - B A S E  O F  T H E  “ P L A Y B O O K ”  

1 INTRODUCTION 

Transportation security at the nation’s airports has become a major priority in United States 
homeland security since the events of September 11, 2001. The establishment of the 
Transportation Security Administration, the advancement of new scanning and detection 
technologies, the increased use and sharing of information, and greater coordination between 
various law enforcement, security, and civilian agencies, all emphasize the importance of airport 
security. Even prior to 9/11, airports have been the focus of more security efforts than any other 
transportation system. Their size, complexity, use, and multiple functions have presented 
opportunities for a range of criminal and terrorist activities, and consequentially, crime 
prevention efforts. 

One of the recent developments in airport security has been the call for a more coordinated 
security strategy. In 2009, the Transportation Security Administration (TSA) revised and re-
implemented its Comprehensive Strategy to Security at Airports—also known as “the 
Playbook”1 —to supplement and coordinate existing security at airports. The Playbook is part of 
TSA’s “layers of security” concept,2 which seeks to provide a holistic security apparatus for air 
transportation. It consists of a myriad of situational tactics and strategies which span various 
domains, sectors, and environs of the airport and are designed to prevent, detect, deter, and 
protect against crime. The purpose of the 
Playbook, as described by TSA, is “to create 
a transportation security system that increases 
unpredictability, thereby frustrating terrorist 
plans and potentially deterring attacks” (U.S. 
Transportation Security Administration, 2010).  

To date, there has been no independent 
assessment of either the implementation or 
effectiveness of the Playbook, or of airport 
security as a whole. Given the importance of 
and increased attention toward airport 
                                               
1 Per the CEBCP’s confidentiality agreements with DHS and TSA, we do not discuss specific Playbook content in this 
report. 
2 See http://www.tsa.gov/what we do/layers/index.shtm. 



 

 

2 ASSESSING THE EVIDENCE-BASE FOR TSA’S “PLAYBOOK” 

security, it is surprising that airports remain relatively under-studied in social science and 
evaluation research. Research can play a crucial role in providing objective assessments of the 
nature and effectiveness of airport security, which encompasses prevention, control, and 
deterrence of many types of crime, from the most “ordinary” to the most severe. Both the U.S. 
Government Accountability Office (see e.g., U.S. Government Accountability Office, 2007; 2009; 
2010) and the Transportation Research Board of the National Academies (2003) have formally 
called for more evaluation, assessment, and research cooperation in airport security.  

Thus, to advance research in this area, the Department of Homeland Security (DHS) Science and 
Technology Directorate, at the request of the TSA, tasked the Center for Evidence-Based Crime 
Policy (CEBCP) at George Mason University (GMU) with carrying out a comprehensive four-phase 
assessment of the Playbook. Here, we provide the results of the first phase of this project, which 
uses “translational criminology” to preliminarily assess the evidence base of the prevention and 
deterrence mechanisms of the Playbook using existing knowledge from crime prevention. While 
recognizing the importance of empirical assessments of the Playbook and other aspects of airport 
security, evaluations of airport security need not start from scratch. The translational 
criminological approach posits that existing evaluations and theory enable a preliminary 
assessment of whether prevention mechanisms within the Playbook are consistent with what is 
known about crime prevention more generally (see Lum & Koper, 2011). This assessment will 
become the research toehold by which experimental evaluations and hypothesizing about 
possible effects of interventions will be explored. It is uncertain whether the nature of offending 
at airports differs so significantly from other types of offending that criminological research is not 
applicable. A comparison of the Playbook against similar research may prove useful in 
hypothesizing about the fruitfulness of such research. 
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2 AIRPORT SECURITY AND TSA’S PLAYBOOK STRATEGY 

Aviation assets are both visible and symbolic, making them an attractive target for terrorism. The 
images and aftermath of 9/11 and subsequent incidents and attempts of violence have solidified 
air transportation attacks as “one of the most deadly and spectacular tactics employed by 
terrorists” (Asal, Rethemeyer, Bellandi, Legault, & Tynes, 2010, p. 2). Such attacks are not 
confined to hijackings and in-air violence. In 2002, a limousine driver opened fire in the unsecure, 
publicly accessible ticketing area of El Al Airlines at Los Angeles International Airport. More 
recently, on January 24, 2011, a bomber targeted the unsecured reception area outside of 
customs at Domodevo Airport in Moscow, Russia (Englund & Lally, 2011).  

These security breaches, as well as crime more generally at airports, have led airport authorities 
and DHS to prioritize security in airports and air transportation (U.S. Department of Homeland 
Security, 2008). Most recently, the establishment of the TSA by the Aviation and Transportation 
Security Act on November 19, 2001, emphasized this priority. The new agency took over security 
and other regulatory responsibilities previously vested in the Federal Aviation Administration 
(FAA) of the Department of Transportation (DOT), and was also given new duties. Its original 
mandate was to provide for the “security for all modes of transportation; recruit, assess, hire, 
train, and deploy Security Officers for 450 commercial airports from Guam to Alaska in 12 
months; and provide 100% screening of all checked luggage for explosives by December 31, 
2002” (U.S. Transportation Security Administration, 2011). In November 2003, governance of 
TSA moved from the Department of Transportation to DHS, as part of a national effort to 
centralize homeland security functions. 

Toward these security goals, the TSA piloted the Playbook in 2008 and then developed, revised, 
and implemented it more fully in 2009. The Playbook reflects a comprehensive approach to the 
physical security of airports, consisting of a myriad of situational tactics and strategies (or 
"plays") that span various domains of airport security. They can include increasing surveillance 
and screening of passengers, employees and airport personnel at different locations of the 
airport; monitoring luggage, planes, and other equipment; restricting or blocking access to 
secured locations; or redirecting passenger or vehicular traffic. Types of activities are generally 
discussed in Figure 10 in Section 5 of this report.3  

Many of the plays within the Playbook are not new to airport security, as the purpose of the 
Playbook was to add to the overall TSA goal of strengthening “layers of security” by 
capitalizing on existing security tactics. Plays mimic concepts similar to those found in situational 
crime prevention (Clarke, 1983, 1995, 1997; Cornish & Clarke, 1987, 2003; Eck, 2002) and 
deterrence research (for reviews, see Durlauf and Nagin, 2011; Nagin, 1998). Through physical 
and environmental prevention and deterrence mechanisms, plays are intended to stop and 
discourage offenders, provide increased guardianship, increase the perception of a risk of 

                                               
3 The Playbook was provided to CEBCP by the TSA under a cooperative agreement, protected by a non-disclosure 
agreement for the purposes of this study. Thus, no specific play is discussed in detail in this report, because the Playbook 
is classified as “Sensitive Security Information” (see www.tsa.gov/assets/pdf/stakeholder_brochure.pdf). 
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3 RELEVANT RESEARCH PERSPECTIVES FOR ASSESSING THE PLAYBOOK 

Currently, only one counterterrorism measure has been shown to be effective through systematic 
evaluation: metal detectors in airports. In a Campbell Collaboration5 systematic review of 
counterterrorism interventions, Lum, Kennedy, and Sherley (2006) summarized 16 outcomes of 
metal detector evaluations across five research studies that used interrupted time series methods 
(Cauley & Im, 1988; Enders & Sandler, 1993, 2000; Enders, Sandler, & Cauley, 1990; Landes, 
1978). Overall, these studies showed that passenger screening using metal detectors deters and 
reduces hijackings over time, although two studies (Cauley & Im, 1988; Enders & Sandler, 1993) 
found possible substitution effects of terrorist activity to other types of terrorism. Dugan, LaFree, 
and Piquero (2005), using the Global Terrorism Database from the START Center6 (see LaFree, 
2011; Sheehan, 2011), also discovered a deterrent effect of metal detectors when the certainty 
of apprehension was increased.  

However, there are many other ways to secure 
airports that extend beyond metal detectors 
(and many more ways they could be 
evaluated). These include no-fly lists and pre-
screening, random searching and screening of 
both passengers and employees, general 
visibility of law enforcement personnel, canine 
units trained to detect explosives or 
contraband, or other security measures used to 
block or restrict access into secure areas. Many 
of these exist as plays within the Playbook. 
Research on these interventions, unlike other 

crime prevention measures, is almost non-existent. Lum recently reported to the National Research 
Council of the National Academies that evaluative studies in policing outnumber those on 
counterterrorism (at least those that are publicly available) more than tenfold, and she found no 
rigorous experimental or non-time series quasi-experimental evaluations of airport security 
strategies compared to approximately 25 randomized controlled experimental trials and 10 
rigorous quasi-experiments of policing strategies at the time of writing (National Research 
Council, 2010; see also Lum et al., 2006; Weisburd, Feucht, Hakimi, Mock, & Perry, 2009).  

Yet, the consequences of interventions with regard to cost, safety, passenger and employee 
satisfaction, and civil liberties make evaluations imperative. Is there previous theoretical and 
evaluation research that can help evaluate tactics within the Playbook? Terrorism is sometimes 
viewed as a unique problem, given its ideological nature, political or religious motivations, and 
the involvement of social institutions beyond law enforcement and criminal justice agencies (e.g., 
                                               
5 The Campbell Collaboration (see http://www.campbellcollaboration.org/) is an internationally recognized research 
network that produces systematic reviews and meta-analyses on the effects of interventions in crime and justice, 
education, social welfare, and international development. It also examines the methods used for evaluation. 
6 http://www.start.umd.edu/start/  
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Deflem, 2004; LaFree & Dugan, 2004; Mythen & Walklate, 2006; Rosenfeld, 2004). However, 
even with the dearth of empirical research specifically addressing airport security, there are 
other sources of research evidence from which we can preliminarily assess the Playbook. Acts of, 
and preparations for, terrorism involve well-understood illegal activities that at least in theory 
can be interpreted through a criminal justice lens and potentially be deterred or blocked (Lum & 
Koper, 2011). Lessons, concepts, and ideas from theories and evaluation of crime and crime 
prevention may be useful, specifically rational choice, opportunities, and routine activities theory, 
as well as research on situational crime prevention, deterrence and unpredictability in 
deployment, and interagency cooperation. Each of these concepts is now discussed. 

 

Rational Choice, Opportunity, and Routine Activities 

A rational choice perspective of offending can be relevant to terrorism and counterterrorism and 
might help us hypothesize about the potential effects the Playbook can have on motivated 
offenders. Rational choice theories propose that offenders, given certain constraints, are decision 
makers who “respond selectively to … the opportunities, costs and benefits” associated with 
specific crimes (Cornish & Clarke, 1987, p. 934). It is reasonable to hypothesize that although 
acts of terrorism may seem irrational and rare, terrorism can reflect elastic deterrence structures 
(see Durlauf & Nagin, 2011) that are responsive to interventions. Indeed, a number of scholars 
have argued that rational choice theory is relevant to explaining terrorist offending (Berrebi, 
2009; Clarke and Newman, 2006; Crenshaw, 1990; Dugan et al., 2005; Jackson, 2009). 

The ability to deter offenders at airports by increasing the cost of offending (risk of 
apprehension) has some empirical support. Dugan and colleagues (2005) found that airplane 
hijackers respond rationally to variation in opportunity. New hijacking attempts were less likely 
when the use of metal detectors and law enforcement tactics at screening checkpoints increased 
the certainty of apprehension. This deterrent effect was not found for criminalization policies on 
terrorist-related hijackings (although it was found on non-terrorist-related hijackings). Their work 
suggests that prevention mechanisms in airports should focus on identifying and eliminating 
opportunities created by security and infrastructure weaknesses, thereby increasing detection, 
prevention, and deterrence while minimizing the possible displacement or substitution effects 
suggested by Cauley and Im (1988).  

Although a rational choice perspective provides an umbrella explanation for an individual's 
decision to offend, we have to consider why rational decisions to commit crime are often 
concentrated in certain situations, and at specific places and times. Additional criminological 
perspectives, such as routine activities (Cohen & Felson, 1979; Felson, 1994) and opportunity 
theories (see Clarke, 1980; 1983; 1992; 1995; 1997) are helpful. Clarke argued that an 
opportunity to commit crime must be present prior to the occurrence of a rational decision. 
Opportunities arise, as Cohen and Felson (1979) argue, when motivated offenders, suitable 
targets, and a lack of capable guardianship converge in space and time. Felson (1994) 
described these and other situational attributes as the "chemistry for crime", which when present 
in the right environment could beget criminal events. Such convergences are not random, and 



 

 

Center for Evidence-Based Crime Policy at GMU 7 

result from daily routines, or "rhythms," "tempos," and "timings" of daily activities (see Cohen and 
Felson, 1979, p. 590).  

Further, research on the "criminology of place" (Sherman, Gartin, and Buerger, 1989; Weisburd, 
2002; Weisburd, Groff, and Yang, 2009) views places as important attractors of these 
opportunities (i.e., high-risk locations). A strong body of research suggests that crime opportunities 
are not spread randomly across places but are highly concentrated. For example, research has 
found that half of all crime in a city occurs in just 4–6% of places (Sherman et al., 1989; 
Weisburd, Bushway, Lum, & Yang, 2004), and in some cases, about 1% of chronic hot-spot street 
segments have been found to consistently produce more than 20% of crime (Weisburd et al., 
2004). This research emphasizes the importance of identifying “vulnerable” locations within 
larger administrative or geographic units as targets of intervention. It also identifies the 
importance of not only crime opportunities in creating vulnerability, but also social and structural 
characteristics of places (for example, the social fabric of locations created by the types of 
people who live or work there) that make them more resistant to criminal activity (Weisburd et 
al., 2009). In total, rational choice, opportunity, routine activities, and criminology of place 
theories all provide theoretical context for hypothesizing about the place-focused crime 
prevention and deterrence strategies found in the Playbook. 

 

Situational and Place-Based Prevention and Deterrence 

The interplay of rationality, routine activities, and opportunity structures explains the non-random 
concentration of crime at specific places, times, and situations, and has direct implications for 
crime prevention and deterrence (Clarke, 1980; Felson, 1994; Weisburd, 2002, 2008). Within 
these frameworks, offending can be predictable and therefore preventable by altering the 
potential for the convergence of a motivated offender, lack of guardian, and suitable target. A 
wealth of prevention research has developed around these ideas, most notably situational crime 
prevention (see Clarke, 1997; Cornish & Clarke, 1987; Eck, 1997) and place-based, hot spots 
policing (Braga and Weisburd, 2010; Sherman & Weisburd, 1995; Weisburd, 2008). Clarke 
and Newman (2006) have extended their work in situational crime prevention to 
counterterrorism. 

Situational crime prevention and deterrence measures are actions, environmental changes, or 
other tactics that prevent crime by blocking opportunities or access to crime, hardening targets, 
strengthening people against offenders, and increasing the risk of detection and apprehension 
by increasing guardianship. Although overlapping and related, prevention and deterrence 
measures are distinguished often by perspective: prevention refers to blocking opportunities so 
crime cannot occur, while deterrence measures often increase the risk of certainty, severity, or 
celerity of punishment and apprehension. Both can cause an alteration in the decision making 
process of an individual to commit crime, and both prevention and deterrence mechanisms can be 
found in the same interventions (metal detectors are a good example). By changing the 
availability of opportunities offered by the environment, such interventions are intended to 
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1986; Eck, 2002; Weisburd, 1997). A large body of literature indicates that target hardening 
and access control can be promising ways to block motivated offenders and reduce opportunities 
for crime (Clarke, 1992; 1995; Eck, 2002; Newman, 1972). Further, in a systematic review of 
the collateral effects of situational crime prevention interventions, Guerette and Bowers (2009) 
found that crime displacement—the shift of criminal activity to other locations, crime types, 
offenders, or strategies as a result of an intervention—occurs less frequently than believed, and 
is seldom total if it does (see also Braga, 2007; Clarke & Weisburd, 1994; Weisburd, 2002; 
Weisburd et al. 2006). Whether this is the case at airports remains to be seen.  

Researchers have also found that the most effective situational prevention strategies are those 
tailored to the targeted offense and the context (Clarke, 1997). For example, although Lum and 
colleagues (2006) found that metal detectors at airports were effective in reducing attacks at 
airports, more general situational measures meant to fortify embassies and protect diplomats 
against a range of potential attacks were not similarly effective. This might be due to different 
motivations of these two types of crimes, which can also be tied into environmental settings (see 
Clarke, 1997). The effectiveness of greater specificity has been found in policing interventions as 
well (see Lum, Koper, & Telep, 2011; Weisburd and Eck, 2004). 

While situational crime prevention approaches can be implemented at very specific places, there 
is also strong research showing that law enforcement deterrence and guardianship efforts 
directed at hot spots of crime and risky places can have significant crime reduction effects 
(Weisburd, 1997; 2002; 2008). Beginning with the Minneapolis hot spots experiment (Sherman 
& Weisburd, 1995), numerous studies have shown repeatedly that directed patrol can deter 
would-be offenders (for reviews, see Braga, 2007; Lum et al., 2011; National Research Council, 
2004; Sherman, 1997; Sherman & Eck, 2002; Weisburd & Eck, 2004). Further, Durlauf and 
Nagin (2011) argue that certainty-based deterrence approaches like hot spot policing seem 
more effective than "severity-enhancing" deterrence approaches in which threats of severe 
punishment are used to create a deterrent effect. Both situational crime prevention and place-
based deterrence approaches are used throughout the Playbook, which is highly oriented to 
certain places at the airport. The question is whether the locations chosen are indeed high risk, 
and whether the implementation of the plays at those locations leads to a measurable effect. 

 

Deterrence and Unpredictability 

One key feature that TSA highlights within the Playbook is the element of unpredictability of the 
implementation of specific interventions. The Playbook attempts to achieve this through a 
computer-based application that allows personnel to randomly select sets of plays and 
supplement them with other non-randomly selected tactics to be implemented during a period of 
time. Ideally, potential offenders would be deterred because it is difficult for them to anticipate 
the location, timing, and nature of security measures. Under a rational choice perspective, this 
uncertainty of the opportunity structure could prevent them from making an informed decision 
about risk and rewards, increasing the risks (and costs) of their offending and consequently 
discourage them from crime.  
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The idea that unpredictability might create a perceived “omnipresence” that can then deter crime 
has parallels in both the traditional preventive police patrol research and also the hot spots 
studies mentioned above. Before the hot spots studies, it was long argued that spreading police 
randomly and widely across the city would deter potential offenders (e.g., Repetto, 1976). 
However, a large field study in the 1970s conducted by the Police Foundation in Kansas City 
(Kelling, Pate, Dieckman, & Brown, 1974) appeared to counter this argument, showing that 
increases or decreases in preventive patrol in large areas had no measurable impact on crime or 
on citizens’ feelings of security and safety. Sherman and Weisburd (1995), in the Minneapolis 
Hot Spots experiment, argued that random preventive patrol across large areas was not likely to 
be successful because of the relatively small dosage that most city police were able to deploy 
and the fact that most crime in a city is concentrated in very specific places (“hot spots”). They 
contend that patrol should not be spread randomly but rather be focused on high-risk places.  

Overall, the research indicates that unpredictability in security and law enforcement efforts can 
be effective when there is an initial targeting of places (or even people) that are at highest risk 
of offending. The Koper Curve hypothesis (Koper, 1995), which indicates that directed patrol can 
have diminished residual deterrent effects after a peak time of direct patrol, supports this notion. 
Moving patrol from hot spot to hot spot in an unpredictable manner for shorter periods of time 
may be more effective in reducing crime rates in a city (or place) than keeping officers at a 
single hot spot all day. Plays within the Playbook, and the Playbook more generally, have the 
potential for both targeted, unpredictable approaches and non-targeted, unpredictable 
approaches. Which is more efficacious in an airport setting is a question for evaluation.  

 

Interagency Cooperation 

Finally, the Playbook emphasizes the importance of interagency cooperation for preventing 
terrorism and crime in many of its plays. Interagency cooperation is also a theme in existing crime 
prevention and counterterrorism literature. In law enforcement, multi-agency cooperation grew 
primarily from policing models such as community-oriented and problem-oriented policing, as 
well as “all-hazards” approaches to disaster response. These models of security and policing 
center around general notions of inclusiveness, democratic decision making, tailored and multi-
faceted problem-solving, and “thinking outside of the box,” all of which invoke principles of 
cooperation across stakeholders toward common goals.  

There is growing evidence in the research literature that interagency cooperation may be a 
promising part of crime reduction and deterrence, especially in law enforcement. Both Weisburd 
and Eck (2004) and Lum and colleagues (2011) discovered that tailored policing approaches, 
which often employ third-party partnerships, are effective in reducing crime (see also Mazerolle 
& Ransley, 2005; Weisburd, Telep, Hinkle, & Eck, 2010). Further, Riley and Hoffman (1995) and 
Lum, Koper, and Telep (2009) found a strong post-9/11 trend in law enforcement to pursue and 
support information sharing across agencies and interagency collaboration for purposes of 
establishing homeland security systems (see also Carter and Chermak, 2011).  
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4 ASSESSING THE EVIDENCE-BASE FOR THE PLAYBOOK 

Given the similarities of the theoretical contexts of airport security and criminology, the purpose 
of this analysis is to assess whether the Playbook fits the current evidence base of crime 
prevention. This exercise is useful in the absence of experimental evaluations on airport security, 
and can provide a general sense of whether the Playbook reflects what we know works in 
security more generally. To accomplish this, the first step is to categorize plays in such a way that 
allows us to make generalizations from them that apply to the broader crime prevention 
literature.  

A categorization approach for evidence-based policy has been developed in the area of 
policing by Lum, Koper, and Telep called the Evidence-Based Policing Matrix.© In 2007, Lum and 
Koper developed a visual organization scheme to systematically display evaluation evidence 
called the Crime Prevention Matrix (see Lum and Koper, 2011). In 2008, Lum, Koper, and Telep 
extended this concept to the policing literature, creating the Evidence-Based Policing Matrix (see 
Lum, 2009; Lum, Koper and Telep, 2009, 2011) as shown in Figure 2. The purpose of this was to 
create a tool by which existing research knowledge could be easily summarized according to 
common attributes of interventions (target of the intervention, level of specificity and proactivity 
of the intervention).  

Figure 2. The Evidence-Based Policing Matrix 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Center for Evidence-Based Crime Policy at GMU 13 

By mapping all moderate to highly rigorous police evaluation research according to common 
dimensions (shown by each axis) of tested interventions, clustering patterns of effective tactics 
emerge. These clusters can be described in the areas of the matrix in which specific nodes on the 
X, Y, and Z axes intersect, creating generalizations of promising interventions. The purpose of 
creating generalizations from such mapping was to create a tool that could eventually be used to 
assess tactics that have yet to be evaluated. For example, if a police agency wanted to know if 
a neighborhood-level, proactive, and general intervention could be effective, the totality of the 
research in that area of the Matrix indicates that such an approach might be promising.  

We think the Matrix concept offers an opportunity to categorize the Playbook and assess its 
evidence base in a similar fashion. However, it is impossible to create a matrix of airport security 
measures given the lack of evaluations in this area. Further, a matrix of situational crime 
prevention and deterrence measures has yet to be created and is well beyond the scope of this 
project. However, to approximate this approach, we carried out a “reverse matrix” exercise. Lum 
(2009) initially advised police agencies to create a mapping of their own deployment tactics and 
then compare visualizations with the policing matrix. In similar fashion, we developed a 
hypothetical airport security matrix, according to common characteristics developed from the 
situational crime prevention, deterrence, and interagency coordination literature. We then 
mapped the plays into the airport security matrix, which allowed us to discern common tendencies 
across plays. Then, because there is a large amount of evaluation research on situational crime 
prevention, we compared clustering of play tendencies along common dimensions to what we 
know about those dimensions from that literature. Although this approach does not substitute 
evaluation, it provides some understanding of how well the evidence supports Playbook activities. 

 

Developing the Airport Security Matrix 

To develop a Matrix for airport security, we examined all  plays  
to identify similar characteristics with regard to prevention, deterrence and interagency 
cooperation.7  

 
 
 
 
 
 
 
 
 
 

                                               
7  
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them (for example, training exercises to practice responses to a potential situation). Thirty-six 
percent of the total plays are HQ plays. 

Like the Evidence-Based Policing Matrix methodology (see Lum et al. 2011), we began building 
a classification scheme by first examining a sample of plays in the context of common crime 
prevention principles informed by the literature. The plays were then coded using several key 
features of each play, including the nature of the activity involved in the play, the classification of 
the play according to Cornish and Clarke’s 25-item situational crime prevention typology (Figure 
1), and criminological theories reflected in the play, timing, target population, agencies involved, 
and the mechanism of prevention. All members of the research team were involved in this coding 
exercise, which fostered consensus about the nature of airport security.  

What emerged are three dimensions that we believe are critical to understanding the prevention 
activities central to the Playbook, as shown in our “Airport Security Matrix” (Figure 3). The X-axis 
classifies the location at which a particular play is implemented, the Y-axis indicates the 
mechanism of the preventative strategy, as informed by situational crime prevention scholars (see 
Cornish & Clarke, 2003), and the Z-axis indicates the level of interagency cooperation.  

Figure 3. The Airport Security Matrix 

 

 

X-Axis: The Location or Place of the Playbook Intervention 

A common way to describe a crime prevention tactic is the target of the prevention, usually a 
person, group, location, or place. Although airport counterterrorism measures do target specific 
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persons and groups (i.e., no-fly lists, employees with criminal histories), the Playbook tactics 
primary are place-based. Indeed, TSA’s “layers of security” approach emphasizes implementing 
different tactics at different airport locations to create a secure environment. For our matrix, we 
delineated target locations, and thus the X-axis, moving from the outermost to innermost layers, 
closest to the airplane itself: 

External public airport areas: Places within the airport perimeter but outside the physical airport 
building and entry terminals, such as taxi areas, walkways, curb drop-off and pick-up locations, 
rental car parking lots, etc. Also places outside the airport perimeter, such as mass transit systems 
or streets that connect to airport entrances. 

Internal public airport areas: Publicly accessible areas of the interior of airport buildings, prior to 
security screening; for example, ticket counters and baggage claim areas. 

Screening areas: Perimeter check points for either passengers or employees (which may be the 
same or separate areas). These screening areas divide publicly accessible areas from secure 
areas. 

Secure public areas: Areas that can only be accessed after passing through a formal screening 
process. These areas are available to ticketed passengers and authorized and screened 
employees. 

Secure employee areas: Areas that can only be accessed by employees after passing through a 
formal screening process (including vetting prior to employment and/or entry screening with an 
identification check). These areas may be inside buildings and outdoors in areas enclosed in a 
security perimeter,  

Gate: Places in the immediate vicinity of the gate area for a specific departing flight. 

Aircraft: The interior or immediate exterior of aircraft bodies. 

 

Y-Axis: Mechanism of Prevention 

The Y-axis reflects the prevention mechanism used by a specific tactic. We derived the Y-axis 
categories using three common constructs of situational crime prevention and opportunity theories: 
(1) to deter offenders by increasing their effort, (2) to increase general guardianship, and (3) to 
reduce the vulnerability of passengers and other potential targets. In many cases, plays could be 
classified into multiple categories on this dimension, given their theoretical overlap. For example, 
tactics intended to harden targets for deterrence could also be interpreted as reducing the 
vulnerability of a potential victim. Where there was overlap, we selected the primary mechanism 
of prevention based on the intended target of the tactics: 

Deter offenders/increase their effort: These involve plays that primarily focus on blocking 
offenders by increasing the effort they would have to use in order to succeed in a specific 
activity. Examples include  

.  
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Increase guardianship: These plays generally attempt to increase the level of general 
watchfulness and oversight to detect criminal activity. Broadly, this classification is used for plays 
that intend to increase the risk of being apprehended through increasing surveillance (for 
example, . 

Reduce vulnerability of passengers and other targets: These plays are designed to decrease the 
vulnerability of targets (both people and places) or to make criminal activity less worthwhile for 
the offenders by making passengers, employees, or other targets more alert or less available. 
Such plays are designed to protect people and locations even in the presence of a motivated 
offender. Examples include . 

 

Z-Axis: Interagency Cooperation and Reliance on Other Agencies 

The Z-axis of the matrix describes the extent to which TSA must rely on other agencies to 
implement plays. The Playbook and the TSA emphasize increased cooperation with agencies at 
the airport not under TSA jurisdiction. These might include local law enforcement responsible for 
security in non-screening areas; the airport authority and business managers of the airport; 
vendors; and employees of the airport, airline, and outside agencies. Thus, the Z-axis is divided 
accordingly: 

Independent or TSA-Primary: These are plays that are primarily conducted by TSA 
officers/employees. Cooperation of other agencies (such as law enforcement) may be sought or 
needed for arrest but is not necessary to initiate or carry out the play. 

Cooperative: These plays require cooperation between TSA and another agency, such as law 
enforcement, in order for them to be initiated. The Playbook specifically suggests agencies whose 
cooperation is strongly encouraged. However, because the Playbook arises from TSA, there are 
no plays in which the TSA does not take a lead or cooperative role. 

 

Method for Mapping Plays into the Airport Security Matrix 

After the Airport Security Matrix was adapted and the axes were defined, each play was 
initially coded by two members of the research team. To maximize inter-rater reliability, each 
was given half of the plays to code, and then each examined the other’s coding to check for 
inconsistencies. Any disputes were resolved by the project manager and principal investigators 
who oversaw the play coding and frequently examined individual plays. To further strengthen 
coding, the project manager checked a random sample of plays, and the principal investigators 
served as a final point of dispute resolution. 

During this process, the definition of the categories for each axis continued to be refined, which 
often led to further examination of plays and re-coding. This process increased the amount of 
individuals examining and discussing the coding of each play. Where more than one mechanism 
of prevention applied to a single play, the research team discussed the apparent intent of the 
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play and selected the primary intended mechanism on this basis. For example, a play involving 
 might be interpreted on the Y-axis as intended to increase 

guardianship or decrease the vulnerability of the target. However, following discussions, the 
research team agreed that increased guardianship referred primarily to “general watchfulness,” 
looking for suspicious activity but not necessarily a specific threat.  was 
more specific and therefore was categorized as “reducing vulnerability of passengers or other 
targets.” Similarly,  could be coded as either deterring offenders 
or reducing vulnerability of aircraft. Again, the team agreed that if decreasing vulnerability was 
primarily concerned with minimizing the impact of a threat that had not otherwise been blocked, 

 should be coded as deterring offenders by providing increased effort 
because they are designed to block or deter a specific threat (i.e., contraband, weapons, or 
explosives penetrating a layer of security). 

It is important to note that this process of coding the plays into the airport security matrix was a 
dynamic process, for the purpose of illustration and categorization only. We did not treat this 
process in the same way one might validate a measurement or coding instrument through 
reliability statistics for classification consistency. The goal of this exercise was to develop 
consensus across the team about describing plays according to common dimensions. The final 
definitions provided in each of the dimensions above reflect this consensus building, and the 
details within each description provide others with guidance on further mapping new plays (if 
any) into the matrix. However, even within the dimensions, there is definitional overlap, as 
described above. Further, unlike the Evidence-Based Policing Matrix, there is not a populated 
airport security matrix to compare plays against. More important to the overall project is 
determining how to evaluate the Playbook's effectiveness. The purpose of this exercise is to gain 
a better sense of the nature and potential of the Playbook and to find ways to compare 
activities against existing research in a qualitative manner. 

 

A Note on Strategic Plays 

 
  

 
  

 
 
 
 

 

Finally, it should be noted that during this first phase of our multi-phase project, we were in 
constant contact with DHS and TSA personnel about questions and clarifications of the Playbook. 
We also conducted two site visits to one international and one domestic airport that used the 
Playbook regularly, to discuss how the Playbook and the randomization software were 
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implemented and to obtain a better sense of the realities of the Playbook. In-depth examination 
of airport use of the Playbook occurs in later phases of this project. However, for the purpose of 
establishing an evidence base for the Playbook here, these visits and interactions provided an 
important realistic context in which the Playbook operates.  
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A number of interesting findings are immediately apparent. The first is the heavy clustering of 
Playbook tactics that focus on  

 
 
 
 

 In 
our discussion of our results (section 5), we generally describe these types of plays in Figure 10. 

These offender blocking, target hardening, and deterrence-focused plays are most often 
conducted in the screening area, as expected, and are fairly equally divided among passengers 
(“P”) and employees (“E”).  

 This 
might reflect an avoidance of deterrence-based approaches on passengers after security 
screening, perhaps to reduce customer dissatisfaction or delays. Secure employee area plays 
include  

. From this mapping, it appears one 
emphasis of the Playbook is increasing security measures toward airport staff, vendors, 
contractors, airline representatives, and TSA employees. This tendency is further supported when 
considering  

 

 

 
 

. TSA might consider 
deterrence at much earlier stages (external to airport) given recent events like those in Los 
Angeles or Moscow.  

The plays that are more likely to occur in public areas outside and directly inside of the main 
airport terminal are those that attempt to increase general guardianship and watchfulness. 
Indeed,  of plays in these areas were guardianship-oriented. The tendency toward general 
guardianship plays might be due to such tactics seeming less intrusive or easier to implement in 
these public spaces as compared to offender-deterrence strategies. Plays that increase 
guardianship primarily include  

 
 

Of course, other tactics outside of the purview of the Playbook, 
including TSA’s Federal Air Marshals program, as well as airline employee activities, still occur.  

While the guardianship plays were more evenly spread across multiple location settings, plays 
intended to decrease the vulnerability of passengers or other potential targets (or reduce 
rewards for offending), like deterrence plays, were more clustered. These plays took place in 
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addressing the capacity of the security apparatus itself over the long term through management 
and planning.15 

 

                                               
15 Upon final review of this document by TSA in March of 2012, a reviewer from the Playbook Program Office stated: 
"The HQ Playbook security awareness plays are planned to be removed from the document as these activities are normal 
functions of the airport and FSD staff." 
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6 DISCUSSION: IS THE PLAYBOOK EVIDENCE-BASED? 

The results above show the classification of the 
Playbook across common crime prevention 
mechanisms and where they cluster in the airport 
security matrix. However, plotting unevaluated 
plays into this matrix does not provide knowledge 
of the effectiveness of these specific interventions, 
only a categorization of common prevention and 
deterrence tendencies of similar plays. The 
question for evidence-based security policy is 
whether these tendencies are supported by 
research evidence on evaluated interventions that 

use similar prevention approaches. Unfortunately, the lack of evaluation research in airport 
security means that we do not have an evidence base to develop a matrix by which to compare 
our mapping of the Playbook plays (as was done in policing by Lum, et al. 2011). However, a 
translational criminological approach allows us to examine existing research in similar subject 
areas to see whether the evidence supports the mechanisms of prevention of the Playbook plays. 
This provides a preliminary assessment of effectiveness for better informed decisions now, and 
builds the case for more evaluation. Here, we use the aforementioned literature on situational 
crime prevention, deterrence, and interagency cooperation to make such comparisons. 

In Figure 10 we first describe the groupings of plays that fall within each cell of the airport 
security matrices in Figures 4 and 5.16 These descriptions provide an overview of the types of 
plays that fall within a cell (e.g., "external public areas" which "deter offenders by hardening 
targets"). Using these general descriptions, we then looked for existing evaluations of similar 
situational crime prevention, security, and policing mechanisms. We relied heavily on Eck's (2002) 
review of situational crime prevention measures, and sometimes on policing studies collected in 
Weisburd and Eck (2004) and Lum, Koper, and Telep (2009, 2011). We choose research 
evidence that uses at least a “moderately rigorous” evaluation design of which to compare. 
“Moderately rigorous” is labeled by Sherman, Farrington, Welsh, & MacKenzie (2002) in their 
Scientific Methods Score (SMS) as “Level 3” (of five levels). A Level 3 evaluation design 
“measures crime before and after the program in [nonequivalent] experimental and comparable 
control conditions” and is considered the minimally acceptable research design in determining 
“what works” (Sherman et al., 2002, p. 17; see also Cook & Campbell, 1979). Level “4” and “5” 
studies are those that use more rigorous quasi-experimental and experimental designs, 
respectively. Figure 11 summarizes this evidence using the same cells as Figure 10, with the SMS 
score provided in parentheses after each citation.  

                                               
16 We remind the reader that due to non-disclosure agreements, these descriptions are general and non-specific. 
Further, our descriptions and presentation of the results have been reviewed by the Department of Homeland Security. 
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be exercised, given that many of these evaluations have only been conducted using moderately 
rigorous methods (Weisburd, 1997). Methods of access control, entry/exit screening, and target 
hardening, such as improving the security of doors and windows (Tilley & Webb, 1994), closing 
walkways connecting buildings (Poyner, 1994), or blocking off or restricting access to streets and 
alleyways (Bowers, Johnson & Hirschfield, 2004), have all been shown to help reduce robberies 
and burglaries. Clarke (1997) asserts that entry/exit screening also significantly reduces crimes 
such as theft, shoplifting, and fare evasion. In a systematic review of public-area surveillance and 
crime prevention, Welsh, Mudge, and Farrington (2010) provide further evidence that techniques 
such as street closures and barricades are effective crime-prevention methods. Again, although 
these findings are not directly related to TSA operations, they show strong support for similar 
crime prevention mechanisms in many plays that reduce access, improve guardianship, and 
decrease the vulnerability of targets at airports.  

Although the vast majority of the relevant literature is not policing related, some policing 
evaluation studies may be useful, especially those that relate to gun carrying and drug 
enforcement. For example, McGarrell, Chermak, Weiss, and Wilson (2001) and Sherman, Shaw, 
and Rogan (1995) showed mixed but promising results in targeting places that have high 
incidents of gun crime (and thus gun carrying) using directed traffic and pedestrian patrols and 
stops in high gun-crime neighborhoods. This strategy could be loosely interpreted as a 
“screening” mechanism as well as random searching. However—and this is a key distinction—
these studies also depend on one very important caveat not present in Playbook deployment: a 
specific location that is identified as high risk for contraband carrying. Many Playbook 
deterrence plays take place at screening checkpoints and employee-secure areas  

. Some deterrence plays do occur at 
gates for identified high-risk flights, which may present an opportunity for better place-based 
targeting and gate selection for play deployment.  

 

Existing research in police patrol suggests that combining these types of deterrence-oriented 
plays with more specific place-based targeting may increase the deterrent effect without 
significant spatial displacement (Braga, 2007). As already emphasized, this approach is contrary 
to a non-directed patrol approach, in which little to no analysis is done to try to anticipate high-
risk places, people, times, or situations. There is little to no evidence that ad hoc deployment of 
tactics is an effective strategy against reducing crime in a jurisdiction (National Research Council, 
2004; Weisburd & Eck, 2004; Lum et al., 2011).  

However, it is important to note the differences between policing street crime versus screening at 
airports when applying police-related research to airport security. These differences may affect 
whether or not translation between crime prevention evaluations and counterterrosim or security is 
possible. In policing, high risk locations are easily identified and fairly stable (Weisburd et al., 
2004), given the regularity and "everyday" aspects of crime and disorder. Not only is targeting 
high risk locations easier given the high predictability of these places, but offending is usually 
more visible, especially in areas with high crime rates. Further, the motivations of the average 
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offender may (or may not) be different or more tenuous than someone intending to do harm in an 
airport. While Dugan et al. (2005) indicate that hijackers generally succumb to rational choice 
forces (see also Berrebi, 2009; Crenshaw, 1990; Jackson, 2009), Nagin (1998) and Durlauf and 
Nagin (2011) note that the deterrent effect of strategies may have varying ranges of elasticity 
with regards to the responsiveness of offenders to interventions. We might hypothesize that an 
airport offender has a less elastic deterrence response to prevention interventions than an 
offender in a more "everyday" crime situation. While we use policing literature here to 
emphasize that place-based targeting is important in general patrol and increased guardianship, 
airport security efforts may be more translatable from situational crime prevention research. 

Most importantly, translation statements rely 
on the assumption that plays have been 
properly implemented. For example, with 
regard to the random selection of plays 
from the Playbook, we found from our initial 
assessments of the implementation of the 
Playbook in two airports that the 
randomization scheme of the Playbook  

. TSA 
personnel have the prerogative to deselect 
plays from the randomization software prior 
to running it. Plays may be deselected for a 
variety of reasons,  

 
 Further, once the randomizer selects plays, TSA personnel can supplement 

the selection with specifically selected, non-randomized plays. Once the suite of plays are 
selected across the period of time in which that particular randomized selection is used (i.e., one 
or two weeks, a month), TSA personnel can select which plays they implement on any given day. 
Finally, the Playbook only represents one part of many other security measures provided by TSA, 
local law enforcement, passengers, airport workers, and other employees that are not in the 
Playbook.  

  

Increasing Guardianship 

Situational crime prevention studies, as well as police patrol studies, on increasing guardianship 
have also been conducted using moderately rigorous to highly rigorous evaluation methods. 
These strategies primarily focus on increasing formal and informal surveillance through law 
enforcement, although some evaluate other types of guardians. The most translatable studies for 
airport security are evaluations of interventions that increase general watchfulness of areas, such 
as CCTV and Neighborhood Watch. Campbell Collaboration systematic reviews of these 
interventions indicate generally positive but highly variable results depending on the location of 
the intervention, the nature of the guardianship, and the strength of the evaluation method used. 
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For example, Bennett, Holloway, and Farrington (2008) found that Neighborhood Watch 
programs that attempted to increase civilian detection of suspicious activity through increased 
guardianship were associated with crime reductions of between 16 and 26%. However, many of 
the evaluations they reviewed involved non-equivalent comparison groups and weak designs, 
which Weisburd, Lum and Petrosino (2001) found are biased towards showing positive results. 
Further, it was not always possible to distinguish whether the crime reduction effect stemmed from 
the guardianship element of the program or from other security measures employed alongside it 
(such as property marking).  

Additionally, Welsh and Farrington (2008a) reviewed studies of formal surveillance using closed-
circuit television cameras. They also found a modest crime-reduction effect overall, but further 
analyses suggested that this effect was driven by successes in very specific situations and 
contexts, such as reducing vehicle crime in parking lots. The cameras were less successful in 
reducing other crime types and in city centers or residential areas (see also Farrington, Gill, 
Waples, & Argomaniz, 2007; Sherman & Eck, 2002). The variety of findings is also evident in a 
recent quasi-experimental evaluation of the deterrent effect of CCTV by Caplan, Kennedy and 
Petrossian (2011). Interestingly, the deterrent effect of CCTV did not change depending on 
whether cameras were placed in strategic or random locations, possibly challenging ideas 
related to directed versus random deployment for this particular situational crime prevention 
intervention. 

Some of the CCTV research examines surveillance cameras in conjunction with other crime 
reduction interventions like street lighting, creating difficulties in identifying a direct causal effect. 
Improved street lighting in itself has been shown in a Campbell systematic review to significantly 
decrease personal and property crime in public spaces (Welsh & Farrington, 2008b), but it is 
unclear whether increased guardianship facilitated by better visibility is the primary causal 
mechanism, or whether improved lighting creates an image of community investment and social 
cohesion that operates to reduce crime through informal social control. However, the 
comparability of better visibility to airport security is questionable.  

Welsh and colleagues (2010) conducted a more general systematic review of a variety of 
public-area surveillance strategies using at minimum studies which employed at least a non-
equivalent comparison group design. They found some support for the effectiveness of both 
security guards and citizen patrols (such as “Guardian Angels”) in reducing crime, although again 
there are limitations in the findings. For instance, the few evaluations of security guards were all 
conducted in parking lots, so they are only shown to be effective in that limited context. 
Additionally, the Guardian Angels studies indicated reductions in property crime but not violent 
crime. Welsh and colleagues (2010) also examined two promising studies of place managers (a 
concierge in a housing block and a taxi firm operating in a parking lot), but again it was not 
possible to distinguish whether increased guardianship was the primary causal mechanism, or 
whether other factors were more important in reducing crime (e.g., access control performed by 
the concierge). 

Although the results of the research on increased guardianship are mixed, the use of surveillance 
and general watchfulness strategies do represent a promising approach to airport security. The 
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evidence base indicates that increased guardianship may play some role in reducing crime in 
specific contexts and when used in conjunction with other situational mechanisms. It remains 
unclear what types of guardianship work best in the context of airport security, as well as the 
effects such guardianship might have on passenger and employee perceptions of (and thus 
legitimacy they afford to) airport security personnel. However, given the extent to which 
guardianship is a key aspect of securing large spaces, more research is clearly warranted.  

 

Decreasing Vulnerabilities of Passengers and other Targets 

Passengers and employees can also become effective guardians themselves, not only in 
improving guardianship more generally, but also in decreasing their own risk of victimization. 
Further, airport security systems which encourage passenger and employee empowerment may 
have additional benefits of garnering support, legitimacy, and willingness to cooperate from 
people. In the language of the Playbook, decreasing vulnerability of passengers and other 
targets primarily translates into checking aircraft and areas around aircraft for explosives and 
hiding spaces, conducting final search and screening of passenger bags and persons at gates, as 
well as erecting barriers, redirecting traffic, and also ensuring baggage procedures are 
followed. General security announcements and reminders also play a role in decreasing 
vulnerability, although these strategies apply to airport security more generally, not just to the 
Playbook. 

While there is no research in the situational 
crime prevention literature that examines 
these specific strategies, there have been 
evaluations of related techniques to make 
targets less attractive, thus reducing their 
vulnerability, and increasing awareness. 
Property marking or tagging is one such 
intervention, albeit questionable with regard 
to similarities with airport security. Only a 
handful of moderately rigorous studies have 
examined property marking, and while a few 

found positive results (Farrington et al., 1993; Laycock, 1985; 1991), Gabor (1981) found an 
increase in burglaries following property marking schemes. 

The repeat victimization literature also provides some information on the effects of reducing 
victim vulnerability (summarized in Farrell, 2005). This body of research focuses specifically on 
interventions that reduce the tendency for some people, places, or targets to experience 
victimization more frequently than others. The evaluations of at least moderate rigor in this field 
have focused on repeat residential burglary victimization and encompass a range of tactics, 
including citizen awareness and advice schemes, property marking, security assessments, and 
target hardening. Taken together, these studies suggest that using multiple tactics that are 
tailored to the specific context in which the victimization occurs may be the most successful 
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approach. However, the most successful combinations of tactics tended to be those focused on 
target hardening or target removal, whereas studies involving mainly victim advice and 
awareness schemes appear to have less of an impact on crime. 

TSA’s Playbook provides for a number of vulnerability-reducing plays at the innermost layers of 
security, such as at the gate area and around the aircraft itself. As noted above, these are 
important points of intervention for ensuring the safety of the aircraft and passengers. Some 
plays, , also aim to reduce vulnerabilities at the airport 
perimeter. The lack of vulnerability-reducing plays at the intermediate levels may reflect the fact 
that most activity in these areas is more directly concerned with screening for and blocking 
specific threats. However, given that the literature on repeat victimization suggests the 
effectiveness of tailored, multi-tactic approaches to reduce vulnerability, TSA may also consider 
focusing a similar variety of efforts  

 

Interagency Cooperation  

Our site visits and discussions with TSA personnel revealed that Playbook operations take place 
in a complex environment. Security activities potentially influence (and sometimes directly 
engage) a wide range of stakeholders, including employees, vendors, the public, local law 
enforcement agencies, and other agencies that perform security and law-enforcement functions 
near airport areas. Each of these individuals and organizations has a different set of interests 
related to airport areas—not just in terms of security but also business and commercial interests 
that may come into conflict with safety concerns.  

Research on interagency cooperation in criminal justice has examined how cooperation between 
agencies occurs in general, as well as how cooperation relates to specific crime prevention 
activities, such as community-based and situational crime prevention (e.g., see Crawford & Jones, 
1995; Knutsson & Clarke, 2006). This body of research highlights the difficulties that justice 
agencies can face when attempting to establish cooperative processes, such as managing the 
exchange of information, organizational resistance to change, and sometimes conflicting 
organizational goals (Gil-Garcia, Schneider, Pardo, & Cresswell, 2005). The plays that we 
classified as strategic and cooperative required TSA personnel to accomplish a wide variety of 
tasks, such as interacting with experts in threat mitigation, ensuring that established security 
procedures were being followed, and checking that all vendors operating at the airport are 
authorized to do so. Such activities involve challenges that are similar to those experienced by 
law enforcement agencies that are trying to establish cooperative processes with third parties. 

Some research exists that indicates that multi-agency approaches to problems can achieve 
significant crime reduction gains. Weisburd and Eck (2004), as well as Lum and colleagues 
(2011), highlight a number of “tailored” evaluations of policing drugs and violence that involve 
third parties and use of civil remedies. Many of the highest quality studies include experimental 
evaluations of the use of nuisance abatement, finding that cooperation between law enforcement 
and property managers, prosecutors, and other city agencies can reduce drug problems at hot 
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spots (see Braga et al., 1999; Eck & Wartell, 1998; Mazerolle, Price, & Roehl, 2000). However, 
in these cases, the third parties provided a specific service needed to shut down a crime 
facilitator, rather than to ensure security. With regard to homeland security, while Lum, 
Haberfeld, Fachner, and Lieberman (2009) found that many law enforcement agencies see 
interagency cooperation and information sharing as important to counterterrorism, there remains 
no evaluation of this assertion with regard to either crime prevention or homeland security.  

One criticism of American intelligence efforts before 9/11 was the lack of interagency 
cooperation, which was discussed extensively in the 9/11 Commission Report (National 
Commission on Terrorist Attacks upon the United States, 2004). This criticism led to the creation of 
“fusion centers,” which sought to create greater cooperation between police and security 
agencies (see Carter and Chermak, 2011). A study of counter-terrorism operations in Israel 
reinforces the idea that strong cooperation among agencies will aid effective prevention efforts 
(Weisburd, Jonathan, et al., 2009). However, there is also some evidence that interagency 
collaboration may not always be desirable or add to specific and focused crime prevention 
efforts. For example, Boba, Weisburd, and Meeker (2009) report that efforts to develop 
regional data sharing in Redlands Valley, California were hindered by the simple reality that 
most ordinary prevention efforts occurred within a specific enough context that data sharing 
between agencies was unnecessary. This may also be the case for Playbook operations. Indeed, 
most plays did not required interagency cooperation. While this may be because most plays take 
place in areas over which TSA has primary jurisdiction, it is uncertain whether assistance and 
cooperation with other agencies could improve outcomes.  

Our preliminary site visits indicated that, in practice, the Playbook activities presented both a 
challenge and an opportunity to TSA and other airport personnel. Challenges include educating 
and soliciting the cooperation of other airport entities, including law enforcement, airport 
authorities, airport employees, contractors and vendors, and passengers about the Playbook. 
However, the Playbook also provides tangible tasks and activities that can serve as a forum by 
which interaction and relationship-building can occur. It seems reasonable to hypothesize (for 
future analysis) that improved cooperation between entities responsible for security can provide 
for a stronger security apparatus against both passenger and insider threats.  

 

Possible Collateral Effects of Playbook Implementation 

Any implementation of prevention and deterrence measures can have collateral effects. These 
might include displacement, net widening of tactics to low or no-risk individuals, perceptions of 
bias and differential treatment in implementation, or even violations of privacy or Fourth 
Amendment rights. While passengers have expressed their willingness to submit to searches in 
airports for the sake of security (USA Today/Gallup Poll, Nov. 19-21, 2010), airport authorities, 
the TSA, and law enforcement agencies are still concerned with how broader security measures 
can affect their legitimacy with the public, or potentially weaken security.  
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perception of the legitimacy of security is a belief of biased security checks - that they were 
being profiled.  

And in a study of a major U.S. airport, Lum and her colleagues (2007) also found that 
perceptions of the legitimacy and fairness of airport security may be distributed different along 
racial and ethnic lines. In an on-site survey of 500 passengers who had just passed through 
airport security, Lum and her colleagues found Non-White passengers reporting that they were 
more likely to be subject to additional screening and receive a higher number of additional 
screening actions, and less likely to be given a verbal explanation as to why they were receiving 
additional screening. Non-White passengers were also more likely than White passengers to feel 
inconvenienced and embarrassed by additional screening. Of course, these are perception, and 
more direct systematic social observation is needed to test these findings. However, perceptions 
of fairness may also be as important as actual fairness (Tyler, 2003). It is often perceptions of 
treatment that directly speak to the legitimacy afforded to security officers or law enforcement. 
Indeed, these studies are not different than the more general police literature that indicate a 
concurrence in findings across law-enforcement and security entities that ethnic minorities in the 
United States are more likely to perceive their treatment by law enforcement as unfair (Langan, 
Greenfeld, Smith, Durose, & Levin, 2001; National Research Council, 200417). These are 
important considerations in the implementation of any crime/terrorism prevention intervention as 
they are very likely to have a direct impact on the perceived legitimacy of security agencies. 

 

                                               
17 The National Research Council (NRC) is part of the National Academies whose mission is to improve government 
decision making and public policy, increase public understanding, and promote the acquisition and dissemination of 
knowledge in matters involving science, engineering, technology, and health. The Research Council's independent, expert 
reports and other scientific activities inform policies and actions that have the power to improve the lives of people in the 
U.S. and around the world (http://www.nationalacademies.org/nrc/).  This document is a review of all pertinent 
research related to this area. 
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7  CONCLUSION 

This report describes the first systematic, evidence-based review and assessment of TSA’s 
Playbook strategy to prevent and deter crime and terrorist activity at our nation’s airports using 
a translational criminological approach. As we have seen, there are very few evaluations of 
counterterrorism measures or airport security compared to other law-enforcement sectors. Given 
the massive amount of money spent on such measures since 9/11, evaluation of the efficiency and 
outcome effectiveness of such measures is imperative. However, many of the crime prevention 
measures at airports mirror a broader criminological literature on situational crime prevention, 
deterrence, and interagency cooperation. Here, we have used these parallels in our preliminary 
assessment and evaluation of the TSA Playbook. 

In classifying the Playbook using an “Airport Security Matrix,” we found that most plays are 
immediate and tactical in nature, and few are strategic. Further, the vast majority of plays do not 
require cooperative deployment. Thus, much of our analysis focuses on immediate and tactical 
plays that are primarily carried out by TSA personnel. For these plays, we discovered four 
general tendencies. The first is that these plays more often involve mechanisms of prevention that 
aim to harden targets, deter and prevent offenders by increasing their perceived effort, rather 
than increase guardianship or reducing vulnerabilities of passengers or other targets. Secondly, 

 
Third, plays occurring in public areas 

outside or directly inside of the airport entrance tend to be guardianship-oriented rather than 
specifically focused on deterring offenders. Finally, the Playbook tends to focus on reducing 
passenger and target vulnerability largely at the final “layer of security” located at gates and 
airplanes. 

When we examined the immediate/tactical plays , we found 
additional concentrations of plays in both mechanism type and location of play. For instance,  

 
 
 
 
 

A small 
minority of the plays were strategic in nature, and most focus on long-term management activities 
that incorporate the use of general watchfulness and increased guardianship. It is expectedly in 
the strategic plays that requirements for cooperation are found.  

When comparing more general descriptions of plays at intersecting Matrix dimensions, we found 
that the Playbook generally and loosely incorporates many evidence-based practices for 
prevention and deterrence, although this evidence base varies across studies by design rigor as 
well as applicability to airport security and counterterrorism. Of course, how and which plays are 
implemented at any given time ultimately tempers the Playbook's effectiveness. The majority of 
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plays within the Playbook use situational crime prevention mechanisms (e.g., blocking offender 
access and target hardening), which have been supported in other crime prevention evaluations. 
Additionally, studies confirm and support the use of tailored, place-specific interventions for crime 
prevention and deterrence. The Playbook illustrates some compliance with this evidence-based 
mechanism through the location focus of many of the plays. However, how places are chosen for 
play implementation is not clear. More importantly, exactly how such studies translate to the 

context of terroristic violence within a confined location (airports) is 
still unknown. 

With regard to the notion of randomization as a deterrence 
mechanism, the research indicates that randomly allocating patrol 
at selected high-risk places can increase crime-prevention effects. 
However, whether the locations in which plays are implemented 
are indeed the highest-risk locations in the airport is unknown. 
Further, although the Playbook has a built-in randomization 
component for selecting the set of plays used at any particular 
time, this element of the Playbook may be manipulated in such a 
way that reduces randomization. Reducing random deployment of 
plays may not be negative depending on whether such 

randomization increases or decreases deterrence. This is not clearly understood in criminological 
research and is not researched at all in counterterrorism studies.  

Additionally, although there is research supporting some of the prevention mechanisms that are 
found in both situational crime-prevention measures and airport security (which itself needs to be 
more closely scrutinized for comparison), there are some types of airport security measures for 
which we could not easily identify parallel evidence in the crime-prevention literature. Ultimately, 
the determination of effectiveness must be supported by evaluations, through experimentation 
and simulation, of the actual interventions within airports.  

Finally, we think the Playbook, which uses plays that involve interagency cooperation, can 
actually serve as a means of facilitating and fostering working relationships between the TSA 
and other agencies that operate in and around the airport. It might be worthwhile to explore 
how these interagency relationships and efforts could benefit from involvement in additional 
plays beyond public airport areas and areas external to the airport. 

The Playbook attempts a broad range of prevention and deterrence tactics across multiple 
contexts. Understanding the prospects and challenges of implementing such a strategy and 
identifying ways in which measures of success might be derived are imperative in accurately 
judging this method of airport security.  
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